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Abstract:-The sharing data in a multi-owner manner while preserving data and identity privacy from an 

untrusted cloud is still a challenging issue, due to the frequent change of the membership. In this paper, we 

propose a secure multi owner data sharing scheme, named Mona, for dynamic groups in the cloud. By 

leveraging group signature and dynamic broadcast encryption techniques, any cloud user can anonymously 

share data with others. Meanwhile, the storage overhead and encryption computation cost of our scheme are 

independent with the number of revoked users. In addition, we analyze the security of our scheme with rigorous 

proofs, and demonstrate the efficiency of our scheme in experiments. 
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I. INTRODUCTION 

 Cloud computing is the use of computing resources (hardware and software) that are delivered as a 

service over a network (typically the Internet).  Cloud computing entrusts remote services with a user's data, 

software and computation. Cloud computing consists of hardware and software resources made available on the 

Internet as managed third-party services. These services typically provide access to advanced software 

applications and high-end networks of server computers. 

How Cloud Computing Works? 

The goal of cloud computing is to apply traditional supercomputing or high performance computing power, 

normally used by military and research facilities, to perform tens of trillions of computations per second, in 

consumer-oriented applications such as financial portfolios, to deliver personalized information. Cloud 

computing is recognized as an alternative to traditional information technology due to its intrinsic resource-

sharing and low-maintenance characteristics. In cloud computing, the cloud service providers (CSPs), such as 

Amazon, are able to deliver various services to cloud users with the help of powerful datacenters.  

                    Cloud Computing comprises three different service models, namely Infrastructure-as-a-Service 

(IaaS), Platform-as-a-Service (PaaS), and Software-as-a-Service (SaaS). The three service models or layer are 

completed by an end user layer that encapsulates the end user perspective on cloud services. The model is 

shown in figure below. If a cloud user accesses services on the infrastructure layer, for instance, she can run her 

own applications on the resources of a cloud infrastructure and remain responsible for the support, maintenance, 

and security of these applications herself.  
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II. LITERATURE SURVEY 

 

1) Plutus: Scalable Secure File Sharing on Untrusted Storage 

AUTHORS:  M. Kallahalla, E. Riedel, R. Swaminathan, Q. Wang, and K. Fu 

Plutus is a cryptographic storage system that enables secure file sharing without placing much trust on the file 

servers. In particular, it makes novel use of cryptographic primitives to protect and share files. Plutus features 

highly scalable key management while allowing individual users to retain direct control over who gets access to 

their files. We explain the mechanisms in Plutus to reduce the number of cryptographic keys exchanged between 

users by using filegroups, distinguish file read and write access, handle user revocation efficiently, and allow an 

untrusted server to authorize file writes. We have built a prototype of Plutus on OpenAFS. Measurements of this 

prototype show that Plutus achieves strong security with overhead comparable to systems that encrypt all 

network traffic. 

 

2) Secure Provenance: The Essential of Bread and Butter of Data Forensics in Cloud Computing. 

AUTHORS:  R. Lu, X. Lin, X. Liang, and X. Shen 

 

Secure provenance that records ownership and process history of data objects is vital to the success of data 

forensics in cloud computing, yet it is still a challenging issue today. In this paper, to tackle this unexplored area 

in cloud computing, we proposed a new secure provenance scheme based on the bilinear pairing techniques. As 

the essential bread and butter of data forensics and post investigation in cloud computing, the proposed scheme 

is characterized by providing the information confidentiality on sensitive documents stored in cloud, anonymous 

authentication on user access, and provenance tracking on disputed documents. With the provable security 

techniques, we formally demonstrate the proposed scheme is secure in the standard model. 

3) MONA:Secure Multi-Owner Data Sharing for Dynamic Groups in the Cloud. 

AUTHORS: Yuqing Zang, Boyang Wang,Jingbo Yan. 

In this paper, we propose a secure multiowner data sharing scheme, named Mona, for dynamic groups in the 

cloud. By leveraging group signature and dynamic broadcast encryption techniques, any cloud user can 

anonymously share data with others. Meanwhile, the storage overhead and encryption computation cost of our 

scheme are independent with the number of revoked users. In addition, we analyze the security of our scheme 

with rigorous proofs, and demonstrate the efficiency of our scheme in experiments. We provide secure and 

privacy-preserving access control to users, which guarantees any member in a group to anonymously utilize the 

cloud resource. . Cloud computing is recognized as an alternative to traditional information technology due to its 

intrinsic resource-sharing and low-maintenance characteristics. In cloud computing, the cloud service providers 

(CSPs), such as Amazon, are able to deliver various services to cloud users with the help of powerful 

datacenters. 
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TABLE 1: TABULAR LITERATURE SURVEY 

 

YEAR PAPER NAME AUTHOR METHOD 

April 2003 Scalable secure file 

sharing on untrusted 

storage  

 

-M. Kallahalla  

-Ram Swaminathan  

 

Static broadcast 

encryption technique 

 

April 2010 

 

The Essential of Bread 

and Butter of Data 

Forensics in Cloud 

Computing  

 

-Rongxing Lu 

-Xiaohui Liang  

 

Bilinear Pairing 

technique 

June 2013  

 

Secure Multi-Owner 

Data Sharing for 

Dynamic Groups in the 

Cloud  

 

-Yuqing Zang  

-Boyang Wang 

-Jingbo Yan  

 

-key-Policy Attribute-

Based Encryption 

(KP-ABE) 

 

 

III. PROPOSED SYSTEM 

We propose a secure multi-owner data sharing scheme. It implies that any user in the group can securely 

share data with others by the untrusted cloud. 

Our proposed scheme is able to support dynamic group’s efficiently.Specifically; new granted users can 

directly decrypt data files uploaded before their participation without contacting with data owners. User 

revocation can beeasily achieved through a novel revocation list without updating the secret keys of the 

remaining users size and computation overhead of encryption are constant and independent with the number of 

revoked users. We provide secure and privacy-preserving access control to users, which guarantees any member 

in a group to anonymously utilize the cloud resource.  
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IV. CONCLUSION 

        In this paper, we design a secure data sharing scheme, Mona, for dynamic groups in an untrusted cloud. In 

Mona, a user is able to share data with others in the group without revealing identity privacy to the cloud. 

Additionally, Mona supports efficient user revocation and new user joining. More specially, efficient user 

revocation can be achieved through a public revocation list without updating the private keys of the remaining 

users, and new users can directly decrypt files stored in the cloud before their participation. Moreover, the 

storage overhead and the encryption computation cost are constant.  
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