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Abstract :As the Electronic Commerce and On-line Trade expand, phishing has already become one of the several
forms of network crimes. This paper presents an automatic approach for intelligent phishing web detection based on
learning from a large number of legitimate and phishing webs. As given a web, its Uniform Resource Locator(URL)
features are first analyzed, and then classified by Naive Bayesian(NB)classifier. When the web’s legality is still
suspicious, its webpage is parsed into a document object model tree, and then classified by Support Vector
Machine(SVM) classifier. Experimental results show that our approach can achieve the high detection accuracy, the
lower detection time and performance with asmall sample of the classification model training set.
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I. INTRODUCTION

1.1Problem Definition

This paper presents an automatic approach for intelligent phishing web detection based on learning from a
large number of legitimate and phishing webs. Our approach determines whether a webpage is a phishing web or a
legitimate one, based on its Uniform Resource Locator (URL) and webpage features, and is merely a combination of
Naive Bayes (NB) and Support Vector Machine (SVM).

1.2. Existing System

In existing system they were going to check URL with its feature. and then decided site is phishing or
legitimate. And also check given URL in phishing and legitmate data if available then decided phishing or legitimate
but it check only available data (URL) .

II.SYSTEM ARCHITECTURE:

In this section, a detailed discussion of our approach is provided to classifying webs reputation. The system
architecture is shown in Fig. Our approach is performed in the following procedures.
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Fig 1. System Architecture
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Given a web P, extract its URL identity and generate features.

Classify P by NB classifier and return result (+1: legitimate, -1: phishing or 0: suspicious).
If result=+1 or -1, output the phishing label. If result=0, go to Step 4.
If P has not a text input, output the phishing label as 1. If P has a text input, go to Step 5.

Extract its webpage identity and generate features.

Sk w b=

Classify P by SVM classifier and output the phishing label.

URL Features Extraction:
-IP Address
-Number of Dots
-Suspicious URL
-Number of Slashes
NB Classifier:
-Each URL is represented by the above features (each having binary value)
-Probability is calculated if web belongs to either of two classes: Legitimate or Phishing, else
Suspicious.

Webpage Feature Extraction:

-Forms:

Check for “input” 171labeled such as “password” or other personal data.
- Nil Anchors:

Check for anchors pointing to nowhere.

- Foreign Anchor:

Check for domain names in the current page and HREF tags
- Foreign Requests:

Check for requests to foreign domain names.

-SSL Certificate:

Check for SSL Certificate.

SVM Classifier:

-6-dimension feature vector is produced from the web feature extraction step.

-Least Squares Support Vector Machine (LS-SVM ) is applied to this data for checking whether the
web is legitimate.

-Probability is calculated if web belongs to either of two classes: Legitimate or Phishing.
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HHIL.MATHEMATICAL MODEL
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One website can contain many features.
B] Set Theory

Our system can be represented as a set
X ={1,0, S¢, Fc, C}
Where ,
I=set of inputs
O=set of outputs
Sc= set of outputs in success cases
Fc = set of outputs in failure cases
C = set of constraints
I={W}
where,
W = set of URLs of websites
0= {Rp}
where,
Rp = set of results indicating whether website is phishing or not
Sc= {Repn}
where,
Rp, = set of results correctly indicating whether website is phishing or not
Fc= {Rp,, NULL}
where,
Rp, = set of results wrongly indicating whether website is phishing or not
NULL representsno output
C={C, Cy}
User where, Websites
C, = “User should enter a valid URL”
C, = “Phishing samples should be restricted to data collection obtained from PhishTank only”

W= {Wla WZa'-an}
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where,

Wi, W, ...,W,are URLs of websites.

Rp, Rpy, Rpoare in the form

R={R|,Ry,....,R,}

where,

Ry, Ry,...,R,are results indicating whether website is phishing or not
IV. CONCLUSION

In this paper, a novel approach is presented to identifying the potential phishing target of a given web. Every web
claims a webpage identity, either real or fake. If a web claims a fake identity, abnormality may exist in a network
space; therefore our approach could detect and differentiate a legitimate and a phishing web. Our approach first
categorizes the URL features and test whether the page is phishing or not using NB. When the web’s legality is still
suspicious, then categorize its webpage features and test whether the page is phishing or not using SVM. The
experimental results show that our approach has a high detection rate and a low false positive rate. In future works,
the plan is to adjust existing feature extraction methods and seek for more relevant features to get a better result.
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