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Abstract-Wireless spoofing attacks are easy to launch and can significantly impact the presentation of 

networks. Although the uniqueness of a node can be verified through cryptographic verification, 

conventional security approaches are not always desirable because of their overhead necessities. In this 

paper, we recommend to use spatial information, a physical property related with each node, hard to 

forge, and not reliant on cryptography, as the basic for detection of spoofing attacks; determining the 

number of attackers when multiple adversaries masquerading as the same node identity; and 30 localizing 

multiple adversaries masked as the same node identity; and localizing multiple adversaries. We plan to 

use the spatial correlation of received signal strength (RSS) inherited from wireless nodes to detect the 

spoofing attacks. We then formulated the problem of determining the number of attackers as a multiclass 

detection trouble. Cluster-based mechanisms are developed to notice the spoofing attackers as a 

multiclass detection and localization system that can localize the positions of multiple attackers. We 

developed an integrated detection and localization system that can localization system that can localize 

the positions of several attackers. We evaluated our techniques through two test beds with both an 802.11 

(Wi-Fi) networks and 802.15.4 (Zig-Bee) network in two real office buildings. Our investigational results 

show that our proposed methods can achieve over 90 percent Hit Rate and Precision when determining 

the number of attackers. Our localization outcome using a representative set of algorithms give strong 

evidence of high accuracy of localizing multiple adversaries. 

Keywords-attack detection, localization,Wireless network security, spoofing attack. 

I.INTRODUCTION 

Mobile Ad-hoc Network (MANET) is collection of wireless mobile hosts (or nodes) that are free to in any 

directions at any speed. Mobile nodes are outfitted with a wireless transmitter and a receiver that 

communicate directly with each other or forward message through other nodes. One of the major 

advantages of mobile networks is to allow different nodes for data communication and still maintain each 

node’s mobility. However, This communication is restricted to the rang of transmitters. It mean that two 

node cannot communicate with each other when the distance between two node is beyond the 

communication range of their own. MANET solves this difficulty by allowing middle nodes to pass on 

data transmissions. This is achieved when dividing MANET into two types of networks such as single 

hop and multi hop. In single hop network, all nodes within a same radio rang communicate directly with 

each other but in multi hop networks , all nodes relay on the intermediate nodes to transmit if the end 

point node is out of their radio communication range. MANET is capable of operating a self-maintaining 
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and self-organizing network without the support of any fixed infrastructure. MANET does not require 

expensive base station of infrastructure dependent network. As MANETs have different characteristics 

from wired network and even from single-hop wireless networks, there aremore number of new 

challenges interrelated to security issues that need to be addressed. Initially, MANET was designed for 

military applications, but in recent years, has found innovative usage. For example, search and rescue 

mission , data collection, virtual classes and conferences where laptops, PDA and other mobile devices 

are in wireless communication. Since MANET is being used large spread, security has become very 

important issue. In general, MANETs detection and localization of Multiple IP Spoofing Attackers in 

Wireless networks are vulnerable based on the basic characteristics such as open medium, changing 

topology, based on the basic characteristics such as open medium, changing topology, nonappearance of 

infrastructure,  constrained power supply, and scalability. In this case, intrusion detection can be defined 

as a process of monitoring activities in system which can be computer or network. The mechanism that 

performs this task is called an intrusion detection system Because of  the openness of wireless and sensor 

networks, they are specially weak to spoofing attacks where an attacker forges its identity to masquerade 

as another device, or still creates many illegal identities. Spoofing attacks are a sober threat as they 

represent a form of identity compromise and can facilitate a variety of traffic injection attacks, such as 

wickedness double access point attacks. It is thus enviable to detect the presence of spoofing attacks is to 

apply cryptographic authentication. However, authentication wants additional infrastructural overhead 

and computational power associated with distributing, and maintaining cryptographic keys. Due to the 

limited resources available to the wireless devices and sensor nodes, it is not always possible to organize 

authentication. In addition, Key management often suffers significant human management costs on the 

network. In this project, we take different approach by using the physical properties associated with 

wireless transmissions to identify spoofing. Specifically, We propose a scheme for both detecting 

spoofing attack, as localizing the positions of the adversaries performing the attacks. Our approach uses 

the Received Signal Strength ( RSS ) measured across a set of access point to perform spoofing detection 

and localization. Our scheme does not contain any overhead to the wireless devices and sensor nodes. By 

using K-means cluster algorithm analyzing the RSS from each MAC address, We have find the distance 

between the centroids in signal space is a good test statistic for effective attack detection. then we 

describe how we integrated our K-means approach is general in that it can be applied to almost all RSS-

based localization algorithms 

 

Fig 1: MANET Arch 
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II.SYSTEM METHODOLOGY 

 2.1System description 

                    Secure IDS architecture (EAACK) introduced to improve the security level of MANETs 

based on security attributes and various algorithms, namely RSA and DSA. EAACK is designed to tackle 

three out of six weaknesses of Watchdog IDS, namely, 

1. Receiver collision, 

2. Limited transmission power, 

3. False misbehavior. 

 

                                    Fig2:- EAACK Workflow 

2.1.1 Receiver collisions 

           Example of receiver collisions, from Fig, after node X sends Packet 1 to node Y, it tries to 

overhear that if node Y forwarded this packet to node Z; at a same time, node F  forwards Packet 2 to 

node Z. In such case, node X overhears Detection and Localization of Multiple IP Spoofing Attackers in 

Wireless Networks that node Y has successfully forwarded Packet 1 to node Z but failed to detect that 

node Z did not receive this packet due to a collision between Packet 1 and Packet 2 at node Z. 

2.1.2 Limited transmission power 

           Example of Limited power, from Fig, in order to manage the battery resources in MANETs, node 

Y limits its transmission power so it is very strong to be overheard by node X after transmitting the packet 

(P1) to node Z , but too weak to reach node Z because of transmission power can be reduced. 

2.1.3 False misbehaviour 

           Example of false misbehaviour in MANETs, from fig , Even though node X and Y forwarded 

Packet 1 to node Z successfully, node X still inform that node Y is misbehaving, as shown in Fig. e. Due 

to the open medium and remote distribution of MANETs, attackers can easily capture and cooperate one 

or two nodes to achieve this false misbehaviour report attack. As discussed in earlier sections, TWOACK 

and AACK solve two out of these three weaknesses, viz. , receiver collision and limited transmission 

power. As both of them are vulnerable to the false misbehaviour attack. In order to solves not only 
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receiver collision and limited transmission power but also the false misbehaviour problem to launch 

Secure IDS architecture (EAACK) . 

2.14 A Secure IDS description  

            EAACK is consisted of three major parts, namely, ACK , secure ACK (S-ACK), and 

misbehaviour report authentication (MRA). In order to distinguish different packet types in different 

schemes to include a 2-b packet header in EAACK. As per the Internet draft of DSR, there is 6 b reserved 

in  DSR header. In EAACK, use 2 b of the 6 b to flag different types of packets. 

2.2 Disadvantage of existing system 

• Among many types of attacks, identity-based spoofing attacks are especially easy to launch and 

can cause significant damage to network performance, For instance, in an 802.11 network, it is 

not difficult for an attacker to gather useful MAC address information during passive monitoring 

and then modify its MAC address by simply issuing an ifconfig command to masquerade as 

another device, Not self defensive, Effective only when implemented by huge number of 

networks, Deployment is costly, Incentive for an ISP is very low . 

3. System Workflow 

Detection spoofing attacks, Determine the no of attackers when multiple adversaries masquerading as the 

same node identity and, Localizing multiple adversaries.By analyzing the RSS from each MAC address 

using K-means cluster algorithm, I have found that the distance between the centroids in single space is a 

good test statistics for effective attack detection. I then describe how I integrated our K-means spoofing 

detector into a real time indoor localization system. The K-means approach is general in that it can be 

applied to almost all RSS- based localization algorithms, I show that using the centroids of the clusters in 

signal space as the input to the localization system ,we can localize the position of attacker with the same 

relative estimation errors as under normal conditions. 

• The main contributions of our work are: 

3.1.1. GADE: a generalized attack detection model (GADE) that can both detect spoofing attacks as well 

as determine the number of adversaries using cluster analysis methods grounded on RSS-based spatial 

correlations among normal devices and adversaries; and 

 3.1.2. IDOL: an integrated detection and localization system that can both detect attacks as well as find 

the positions of multiple adversaries even when the adversaries vary their transmission power level. In 

GADE, the Partitioning AroundMedoids (PAM) cluster analysis method is used to perform detection of 

attack. We formulate the problem of determining  number of attackers as a multiclass detection problem. 

Then we applied cluster-based methods to determine the number of attacker. We further developed a 

mechanism which is  known as SILENCE for testing Silhouette Plot and System Evolution with 

minimum distance of clusters, in order to improve the accuracy of determining the number of attackers. In 

addition, when the training data are available, we now propose to use the Support Vector Machines 

(SVM) method to further improve the accuracy of determining the number of attackers. In addition ,we 

developed an integrated system, IDOL, which utilizes results of the number of attackers returned by 

GADE to further localize multiple adversaries. As  demonstrated through experiments using both an 

802.11 network and  an 802.15.4 network in two real office building environments, GADE is very 

effective in spoofing detection with over 90 percent hit rate and precision. Furthermore, when using a set 

of representative localization algorithms, we show that IDOL can achieve same localization accuracy 

when localizing adversaries to that of under normal conditions. One of the  key observation is that IDOL 
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can handle attackers using different transmission power levels, thus providing strong evidence of the 

effectiveness of localizing adversaries when there are multiple attackers in the network. 

 
 

 

                                    Fig 3:- K-mean Algo 

IV.MATHEMATICAL MODULE 

4.1. Performance metrics 

These following metrics are used to evaluate the performance of IIDS for existing and proposed technique 

which are defined as follow: 

4.1.1. Packet delivery ratio (PDR) 

it is the ratio of the total no of received packets at destination to the total number of sent packets by 

source 

PDR= Received packet at destination / Sent packet by sources 
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4.1.2. Routing overhead (RoH) :-This is the ratio o routing related packets in bytes  to the total routing 

and data transmissions in bytes. That means the acknowledgments, alarms and switching over head is 

included 

RoH= Routing transmission / Data transmissions+  routing transmissions 

4.1.3 Average end-to-end delay(AED):- The average end –to-end delay for all successfully received 

packets at destination. 

AED = 1(T Received-Tsent )/ N 

Where N is number of successfully received packets 

Throughput:- The average rate of successful message is delivery over a communication channel. 

4.2. Simulation Parameter 

Parameter Value 

Number of nodes  30 nodes 

Simulation area  800 meter *800meter 

Simulation time  10 sec 

Mobility model  Fixed Mobility 

Speed range  Uniform distributed(1-20) meter/sec 

Traffic type  CBR 

Packet size  512 byte 

Routing protocol  AODV 

 

4.3. Advantages of Proposed system 

• Damage Reduction under SPM Defense is high 

• Client Traffic Comparing to other methods the benefits of SPM are more. 

• SPM is generic because their only goal is to filter spoofed packets. 

 

V. CONCLUSION 

In this work, we proposed to use received signal strength based spatial correlation, a physical property 

associated with each wireless device that is hard to falsify and not reliant on cryptography as the basis for 

detecting spoofing attacks in wireless networks. We provided theoretical analysis of using the spatial 

correlation of RSS inherited from wireless nodes for attack detection. We derived the test statistic based 

on the cluster analysis of RSS readings. Our approach can both detect the presence of attacks as well as 

determine the number of adversaries, spoofing the same node identity, so that we can localize any number 

of attackers and eliminate them. Determining the number of adversaries is a particularly challenging 

problem. We developed SILENCE mechanism and Support Vector Machine to achieve better accuracy of 

determining the number of attackers than other methods under study, such as Silhouette Plot and System 

Evolution , that use cluster analysis alone.To validate our approach, we conducted experiments on two 
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test beds through both an 802.11network (Wi-Fi) and an 802.15.4 (Zig-Bee) network in two real office 

building environments. We found that our detection mechanisms are highly effective in both detecting the 

presence of attacks with detection rates over 98 percent and determining the number of adversaries, 

achieving over 90 percent hit rates and precision simultaneously when using SILENCE and SVM-based 

mechanism. Further, based on the number of attackers determined by our mechanisms, our integrated 

detection and localization system can localize any number of adversaries even when attackers using 

different transmission power levels. The performance of localizing adversaries achieves similar results as 

those under normal conditions, thereby, providing strong evidence of the effectiveness of our approach in 

detecting wireless spoofing attacks, determining the number of attackers and localizing adversaries. 
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