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I. INTRODUCTION 
Cloud computing deals with computation, software, data access and storage services that may not 

require end-user knowledge of the physical location and the configuration of the system that is delivering the 

services. Cloud computing is becoming popular  trend in IT that moves computing and data away from desktop 

and portable PCs into large data centres [2].In cloud computing user can access shared resources, common 

infrastructure or database resources, for as long as they need, without thinking about the cost and maintenance 

of resources. It also provides facilities for consumer to develop and manage their own applications over the 

clouds which enhance the concept of virtualization of resources. Software as a Service (SaaS) is type of cloud 

computing which implements an application delivery model that enables users to utilize a software solution over 

the Internet. SaaS models are typically subscription based, where users pay a fixed fee over a period of time [2]. 

However, there are many challenging issues related to SaaS applications. One of the most challenging issues for 

these applications is to remember and manage their profile details (i.e. username, password, security questions 

and email) in various subscribed SaaS applications. The most popular way for solving this problem is using a 

common profile detail for all of accounts but this solution will decrease the security of user accounts in various 

applications after losing one of the accounts during an attack, or unpredictable event. Moreover, common profile 

details may not be compatible for all accounts because of security reasons and remembering password that 

contains some special characters and numbers for every account is difficult. 

 

II. SINGLE SIGN-ON (SSO) 

 
Single sign-on is a process that allows network users to access all authorized network resources without 

having to log in separately to each resource. SSO provides method by which only one action is required to 

access group of applications [1].SSO is type of secure technology by which user can login to multiple 

applications by providing single login details. 

 

Single sign-on (SSO) is a property of access control of multiple related, but independent software 

systems. With this property a user logs in once and gains access to all systems without being prompted to log in 

again at each of them [5]. 

Abstract  :-Cloud computing and its services like Software as a Service infrastructure are becoming important 

factors in E-commerce and E-business processes. Users may access simultaneously to different services supplied 

by several providers. An efficient approach to authenticate and authorize users is needed to avoid problems about 

trust and redundancy of procedure. In this paper we will focus on main approaches in managing Authentication 

and Authorization Infrastructures (AAI): i.e. federated and centralized and cloud based. Based on the base paper 

a cloud- based single sign-on model for reliable accessing to cloud computing software-as-a-service applications. 

In the proposed model a cloud-based application having two separate cloud servers were presented to apply a 

secure and efficient SSO model for accessing to cloud computing environments. Furthermore, some security 

tools and techniques such as Secure Socket Layer (SSL) for transmission processes and MD5 cryptography 

algorithm for encryption purposes were used to increase the performance and reliability of the suggested model 
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There are many methods or models by which SSO can be implement

follows 

 

A. Traditional SSO 

The procedures of user identity authentication in traditional systems are usually as follows: firstly, the user input 

the user information. Then, the system verifies it. If it is correct, the inform

user information is verified through Cookie when the user login another system [1, 7].

B.  Kerberos-based SSO 

Kerberos is a key exchange standard defined by IETF (Internet Engineering Task Force). The SSO in 

Kerberos is implemented via key distributed canter (KDC) distributing the ticket and authenticating the user 

uniformly [1, 7]. 
C.  SAML-based SSO 

OASIS (Organization for the Advancement of Structured Information Standards) approves the development of 

SAML (Security Assertion Mark-up Language) which is an XML based language. SAML is a protocol and 

platform independent mechanism (also defined as SSO) for controlling access to the resources for authenticated 

principals. Assertion is the core of SAML. It provides three kinds 

attribute, and authorization decision

D. SSO Combined Kerberos with SAML

Centralized user identity authentication management and the function of information bidirectional authentication 

are adopted by the Kerberos based SSO model. It not only reduces the burden of system maintenance, but also 

improves the security greatly. However, the transfer of ticket information, the encryption and decryption of the 

ticket are very complex. Furthermore, the user inf

low version browser and web server [1, 7].

 

III.
The proposed model was designed by using concepts of agent, Secure Socket Layer (SSL), Message

encryption (MD5), a middle cloud server, and a middle SaaS application to apply a secure and efficient SSO 

model for accessing to cloud computing environments [1].

Algorithm for Storing Usernames and Passwords
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There are many methods or models by which SSO can be implemented. Some of these methods are as 

The procedures of user identity authentication in traditional systems are usually as follows: firstly, the user input 

the user information. Then, the system verifies it. If it is correct, the information is saved by Cookie. And the 

user information is verified through Cookie when the user login another system [1, 7]. 

Kerberos is a key exchange standard defined by IETF (Internet Engineering Task Force). The SSO in 

implemented via key distributed canter (KDC) distributing the ticket and authenticating the user 

OASIS (Organization for the Advancement of Structured Information Standards) approves the development of 

up Language) which is an XML based language. SAML is a protocol and 

platform independent mechanism (also defined as SSO) for controlling access to the resources for authenticated 

principals. Assertion is the core of SAML. It provides three kinds of information, there are authentication, 

attribute, and authorization decision-making [1, 7]. 

SSO Combined Kerberos with SAML 

Centralized user identity authentication management and the function of information bidirectional authentication 

the Kerberos based SSO model. It not only reduces the burden of system maintenance, but also 

improves the security greatly. However, the transfer of ticket information, the encryption and decryption of the 

ticket are very complex. Furthermore, the user information will be leaked easily if it is transferred between the 

low version browser and web server [1, 7]. 

III. PROPOSED MODEL 
The proposed model was designed by using concepts of agent, Secure Socket Layer (SSL), Message

oud server, and a middle SaaS application to apply a secure and efficient SSO 

model for accessing to cloud computing environments [1]. 

 

Fig 1: System Architecture 
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ed. Some of these methods are as 

The procedures of user identity authentication in traditional systems are usually as follows: firstly, the user input 

ation is saved by Cookie. And the 

Kerberos is a key exchange standard defined by IETF (Internet Engineering Task Force). The SSO in 

implemented via key distributed canter (KDC) distributing the ticket and authenticating the user 

OASIS (Organization for the Advancement of Structured Information Standards) approves the development of 

up Language) which is an XML based language. SAML is a protocol and 

platform independent mechanism (also defined as SSO) for controlling access to the resources for authenticated 

of information, there are authentication, 

Centralized user identity authentication management and the function of information bidirectional authentication 

the Kerberos based SSO model. It not only reduces the burden of system maintenance, but also 

improves the security greatly. However, the transfer of ticket information, the encryption and decryption of the 

ormation will be leaked easily if it is transferred between the 

The proposed model was designed by using concepts of agent, Secure Socket Layer (SSL), Message-Digest 5 

oud server, and a middle SaaS application to apply a secure and efficient SSO 
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Step 1: User installs PMA as an extension in his browser. 

Step 2: By using PMA and singing on to this extension, user can access to SSOSA for storing his various 

usernames and passwords. 

Step 3: SSOSA generates keys according to encryption algorithm and encrypts given usernames and passwords. 

Step 4: After the encryption process, encrypted data are stored on PCS and keys are stored on KCS.  

  

Algorithm for Accessing to Various SaaS Applications 

Step 1: User accesses to SSOSA by signing on PMA. 

Step 2: User requests to access on a specific cloud-based SaaS application from SSOSA. 

Step 3: SSOSA gets encrypted username and password from PCS and related keys from KCS. 

Step 4: Username and password are decrypted and sent to the requested SaaS application for signing on process. 

Step 5: After confirmation process, data are transferred from the SaaS application to SSOCS and after that 

transferred to the user browser. 

 

IV. INTRODUCTION TO PROPOSED MODEL TOOLS 

 

A. Password Manager Agent (PMA) 

Password Manager Agent is a client-based agent that is installed on browsers as an extension. The main 

obligation of PMA is to communicating with the single sign on cloud server for simultaneously sign on various 

SaaS applications. 

B. Single Sign On Cloud Server (SSOCS) 

Single sing on cloud server is a middle-based cloud server that has two main servers: Password Cloud Server 

(PCS) and Keys Cloud Server (KCS). Different usernames and passwords are encrypted and stored in PCS and 

the all keys are stored in KCS. 

C. Single Sign On SaaS Application (SSOSA) 

SSOSA is a cloud-based application that manages usernames and passwords, encrypts them and stores in 

PCS,stores keys in KCS, decrypts usernames and passwords, connects to various cloud computing environments 

and SaaS applications, and provides user requests from various applications to the client. 

D. Secure Socket Layer (SSL) 

SSL is used for transferring data from PMA and SSOSA. Moreover, it is used for the communications between 

SSOSA and various SaaS applications. 

 

V. ALGORITHM USED 
MD5 Encryption Algorithm 

A message-digest algorithm is also called a hash function or a cryptographic hash function. It accepts a message 

as input and generates a fixed-length output, which is generally less than the length of the input message. The 

output is called a hash value, a fingerprint or a message digest. 

 

We begin by supposing that we have a b-bit message as input, and that we wish to find its message digest. Here 

b is an arbitrary nonnegative integer; b may be zero, it need not be a multiple of eight, and it may be arbitrarily 

large. We imagine the bits of the message written down as follows: 
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m_0 m_1 ... m_{b-1} 

The following five steps are performed to compute the message digest of the message. 

Step 1. Append Padding Bits 

The message is "padded" (extended) so that its length (in bits) is congruent to 448, modulo 512. That is, the 

message is extended so that it is just 64 bits shy of being a multiple of 512 bits long. Padding is always 

performed, even if the length of the message is already congruent to 448, modulo 512. Padding is performed as 

follows: a single "1" bit is appended to the message, and then "0" bits are appended so that the length in bits of 

the padded message becomes congruent to 448, modulo 512. In all, at least one bit and at most 512 bits are 

appended. 

Step 2. Append Length 

A 64-bit representation of b (the length of the message before the padding bits were added) is appended to the 

result of the previous step. In the unlikely event that b is greater than 2^64, then only the low-order 64 bits of b 

are used. (These bits are appended as two 32-bit words and appended low-order word first in accordance with 

the previous conventions.) At this point the resulting message (after padding with bits and with b) has a length 

that is an exact multiple of 512 bits. Equivalently, this message has a length that is an exact multiple of 16 (32-

bit) words. Let M[0 ... N-1] denote the words of the resulting message, where N is amultiple of 16. 

Step 3. Initialize MD Buffer 

A four-word buffer (A,B,C,D) is used to compute the message digest. Here each of A, B, C, D is a 32-bit 

register. These registers are initialized to the following values in hexadecimal, low-order bytes first): 

word A: 01 23 45 67 

word B: 89 ab cd ef 

word C: fe dc ba 98 

word D: 76 54 32 10 

Step 4. Process Message in 16-Word Blocks 

We first define four auxiliary functions that each take as input three 32-bit words and produce as output one 32-

bit word. 

F(X,Y,Z) = XY v not(X) Z 

G(X,Y,Z) = XZ v Y not(Z) 

H(X,Y,Z) = X xor Y xor Z 

I(X,Y,Z) = Y xor (X v not(Z)) 

In each bit position F acts as a conditional: if X then Y else Z. The function F could have  been defined using 

+ instead of v since XY and not(X)Z will never have 1's in the same bit position.) It is interesting to note that if 

the bits of X, Y, and Z are independent and unbiased, the each bit of F(X,Y,Z) will be independent and 

unbiased. The functions G, H, and I are similar to the function F, in that they act in "bitwise parallel" to produce 

their output from the bits of X, Y, and Z, in such a manner that if the corresponding bits of X, Y, and Z are 

independent and unbiased, then each bit of G(X,Y,Z), H(X,Y,Z), and I(X,Y,Z) will be independent and 

unbiased. 
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Note that the function H is the bit-wise "xor" or "parity" function of its inputs. This step uses a 64-element table 

T[1 ... 64] constructed from the sine function. Let T[i] denote the i-th element of the table, which is equal to the 

integer part of 4294967296 times abs(sin(i)), where i is in radians. Do the following: 

/* Process each 16-word block. */ 

For i = 0 to N/16-1 do 

/* Copy block i into X. */ 

For j = 0 to 15 do 

Set X[j] to M[i*16+j]. 

end /* of loop on j */ 

/* Save A as AA, B as BB, C as CC, and D as DD. */ 

AA = A 

BB = B 

CC = C 

DD = D 

/* Round 1. */ 

/* Let [abcd k s i] denote the operation 

a = b + ((a + F(b,c,d) + X[k] + T[i]) <<< s). */ 

/* Do the following 16 operations. */ 

[ABCD 0 7 1] [DABC 1 12 2] [CDAB 2 17 3] [BCDA 3 22 4] 

[ABCD 4 7 5] [DABC 5 12 6] [CDAB 6 17 7] [BCDA 7 22 8] 

[ABCD 8 7 9] [DABC 9 12 10] [CDAB 10 17 11] [BCDA 11 22 12] 

[ABCD 12 7 13] [DABC 13 12 14] [CDAB 14 17 15] [BCDA 15 22 16] 

/* Round 2. */ 

/* Let [abcd k s i] denote the operation 

a = b + ((a + G(b,c,d) + X[k] + T[i]) <<< s). */ 

/* Do the following 16 operations. */ 

[ABCD 1 5 17] [DABC 6 9 18] [CDAB 11 14 19] [BCDA 0 20 20] 

[ABCD 5 5 21] [DABC 10 9 22] [CDAB 15 14 23] [BCDA 4 20 24] 

[ABCD 9 5 25] [DABC 14 9 26] [CDAB 3 14 27] [BCDA 8 20 28] 
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[ABCD 13 5 29] [DABC 2 9 30] [CDAB 7 14 31] [BCDA 12 20 32] 

/* Round 3. */ 

/* Let [abcd k s t] denote the operation 

a = b + ((a + H(b,c,d) + X[k] + T[i]) <<< s). */ 

/* Do the following 16 operations. */ 

[ABCD 5 4 33] [DABC 8 11 34] [CDAB 11 16 35] [BCDA 14 23 36] 

[ABCD 1 4 37] [DABC 4 11 38] [CDAB 7 16 39] [BCDA 10 23 40] 

[ABCD 13 4 41] [DABC 0 11 42] [CDAB 3 16 43] [BCDA 6 23 44] 

[ABCD 9 4 45] [DABC 12 11 46] [CDAB 15 16 47] [BCDA 2 23 48] 

/* Round 4. */ 

/* Let [abcd k s t] denote the operation 

a = b + ((a + I(b,c,d) + X[k] + T[i]) <<< s). */ 

/* Do the following 16 operations. */ 

[ABCD 0 6 49] [DABC 7 10 50] [CDAB 14 15 51] [BCDA 5 21 52] 

[ABCD 12 6 53] [DABC 3 10 54] [CDAB 10 15 55] [BCDA 1 21 56] 

[ABCD 8 6 57] [DABC 15 10 58] [CDAB 6 15 59] [BCDA 13 21 60] 

[ABCD 4 6 61] [DABC 11 10 62] [CDAB 2 15 63] [BCDA 9 21 64] 

/* Then perform the following additions. (That is increment each 

of the four registers by the value it had before this block 

was started.) */ 

A = A + AA 

B = B + BB 

C = C + CC 

D = D + DD 

end /* of loop on i */ 

Step 5. Output 

The message digest produced as output is A, B, C, D. That is, we begin with the low-order byte of A, and end 

with the high-order byte of D. 

VI.ADVANTAGES OF PROPOSED MODEL 
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SSO model has many advantages such as  

a) Conventional authentication support 

b) Password security increases 

c) Password re-entering and administrative overhead reduction      

d) Centralized reports for compliance adherence [1]. 

VII.CONCLUSION 
The proposed model is a cloud-based single-sign-on algorithm as an effective solution to increase the efficiency 

in cloud-based applications according to the limitations and weaknesses of similar client-based models. The 

proposed model was designed and described by establishing two cloud servers for storing encrypted account 

details and cryptography keys. Moreover, a cloud-based SaaS application was designed to connect clients and 

SaaS service providers. Using MD5 and SSL in the suggested model improves the security of cloud-based SSO 

algorithm. In conclusion, the reliability of the proposed model has been assured for storing user’s important data 

according to specifications of the model. 
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