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I. INTRODUCTION  

 
 In networking technology, increase in the need for computing resources have prompted many organizations to 

outsource their storage and computing needs. As a member of the group, a user not only have the right to access 

these shared data, but also have the right to modify shared data in the cloud It is routine for users to leverage 

cloud storage services to share data with others in a group, as data sharing becomes a standard feature in most 

cloud storage offerings, including Dropbox, iCloud and Google Drive.[5]. In particular, this means that access to 

customer data is under its control and is only granted to parties it trusts. In a public cloud the infrastructure is 

owned and managed by a cloud service provider and is located off-premise (i.e., in the cloud service provider’s 

region of control). This means that customer data is outside its control and could potentially be granted to 

untrusted parties. For most customers, this provides several benefits including availability (i.e., being able to 

access data from anywhere) and reliability (i.e., not having to worry about backups) at a relatively low cost. To 

preserve data privacy, a basic solution is to encrypt data files, and then upload the encrypted data into the 

cloud[1]. On the other hand, unconditional identity privacy may incur the abuse of privacy. For example, a 

misbehaved staff can deceive others in the company by sharing false files without being traceable. Therefore, 

traceability, which enables the group manager (e.g., a company manager) to reveal the real identity of a user, is 

also highly desirable. Second, it is highly recommended that any member in a group should be able to fully 

enjoy the data storing and sharing services provided by the cloud, which is defined as the multiple-owner 

manner[3]. As compared to single owner, where only manger can only store or modify the data the multiple-

owner manner is more flexible in practical applications. More concretely, each user in the group is able to not 

only read data, but also modify his/her part of data in the entire data file shared by the company[2].  

In the last as group are dynamic in practice, ex .new staff participation and user revocation is done. When the 

user is added he is verified by the manager and then he is put in the respected group. It is often convenient to 

think of it as a Revocation Scheme, which addresses the case where some subset of the users are excluded from 

receiving the information. In such scenarios it is also desirable to have a Tracing Mechanism(TM), which 

enables the efficient tracing of leakage, specifically, the source of keys used by illegal devices, such as pirate 

decoders or clones[4].  

 

II. RELATED WORK  
The data sharing in dynamic group mainly concentrates on access control , data confidentiality,traceability, and 

efficiency while sharing data in dynamic group.  

Access control:  
The access control necessitates a  

group member to use the cloud resource for data operations and controls the unauthorized users not to access the 

cloud resource as well as revoked users will be incapable of using the cloud again once they are revoked.  

Abstract:- Cloud computing provides an economical and efficient solution for sharing group resource among 

cloud users. In this paper we purpose the novel mechanism for privacy preserving of data, this data will be 

private to all public verifiers. By leveraging group signature and dynamic broadcast encryption techniques, any 

cloud user can anonymously share data with others. User revocation can be easily achieved through a novel 

revocation list without updating the secret keys of the remaining users. We provide secure and privacy-

preserving access control to users, which guarantees any member in a group to anonymously utilize the cloud  

resource. 

Keywords:-  Cloud Service Providers(CSPs), Data Communication Module(DCM),  

 Tracing Mechanism(TM) 



International  Journal of Emerging Trend in Engineering and  Basic Sciences (IJEEBS) 

ISSN (Online) XXXX-XXXX, (Print) XXXX-XXXX 

Volume X, Issue X (XXXXX 2013), PP. 

 

www.ijeebs.com                                                                836 | Page 

Data privacy:  
Data confidentiality refers to  

protection from unauthorized users in the cloud[1]. An important and challenging issue for data confidentiality 

is to maintain its availability for dynamic groups.  

Moreover, new users should decrypt the data stored in the cloud before their time participation in the cloud.  

Traceability:  
It also provides protection for user identity. An inside attacker will store and share a mendacious information to 

obtain benefit .Hence, to prevent such type of attack the group member will have the ability to reveal the real 

identities of data owners.  

Effectiveness:  
Any member in a group can store  

and share data files with other members in a group by the cloud. User revocation can be achieved without 

involving the remaining users. That is, the remaining users do not need to update their private keys or re 

encryption operations .From the above analysis, we can observe that how to securely share data files in a 

multiple-owner manner for dynamic groups while preserving identity privacy from an untrusted cloud remains 

to be a challenging issue. In this paper, we propose a novel protocol for secure data sharing in cloud computing. 

Compared with the existing works, it offers unique features as follows:  

1. Any user in the group can store and share data files with others by the cloud.  

2. The encryption complexity and size of cipher texts are independent with the number of revoked users in the 

system.  

3. User revocation can be achieved without updating the private keys of the remaining users[4].  

4. A new user can directly decrypt the files stored in the cloud before his participation..  

III. DESCRIPTION OF MODULES 
Module names  

i. User Profile Management Module  

ii. Admin Module  

iii. Data Communication Module(DCM)  

iv. Data Auditing Module  

v. User Profile Management Module  

Registration:  
In this module an User has to register first, then only he/she has to access the data base.  

Login:  
In this module, any of the above mentioned person have to login, they should login by giving their email and 

password  

Admin Module:  

In this module, we create a local Cloud and provide priced abundant storage services. The users can upload their 

data in the cloud. We develop this module, where the cloud storage can be made secure. However, the cloud is 

not fully trusted by users since the CSPs are very likely to be outside of the cloud users’ trusted domain. Similar 

to we assume that the cloud server is honest but curious .DCM Encrypting the data file. File stored in the cloud 

can be deleted by either the group manager or the data owner(i.e., the member who uploaded the file into the 

server). 

 

IV. THE PROPOSED SCHEME 
We propose a secure multi-owner data sharing scheme. It implies that any user in the group can 

securely share data with others by the untrusted cloud. Our proposed scheme is able to support dynamic groups 

efficiently. Specifically, new granted users can directly decrypt data files uploaded before their participation 

without contacting with data owners. User revocation can be easily achieved through a novel revocation list 

without updating the secret keys of the remaining users. 
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V. CONCLUSION 
A conclusion section must be included and should indicate clearly the advantages, limitations, and 

possible applications of the paper.  Although a conclusion may review the main points of the paper, do not 

replicate the abstract as the conclusion. A conclusion might elaborate on the importance of the work or suggest 

applications and extentions.  
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