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ABSTRACT: - The proposed work in this paper aims on the design and implementation model of electrical energy. 

The Power Theft Detection with Automatic Power Switching and Alert System is an IOT enabled power electronics 

and embedded system-based project. A high percentage of electricity income is lost due to power theft and improper 

management. However, a bulk of these losses are caused by electricity theft. The illegal usage of electricity must be 

solved by electronic means, without any human interaction. The   purpose of this work is to provide an implementation 

methodology for electricity theft detection and controlling which allows violators to be detected at a remote location. 

It includes microcontroller based embedded technology and wireless communication method to find out the electric 

theft and distribution line fault Moreover transmission collecting the meter readings for billing processes from all 

consumers is a difficult and time each power consuming task which requires a great number of labours. In the proposed 

method Apart from energy monitoring, alert and switching system it can also monitor various parameters of AC 

(Alternating Current) source such as frequency, voltage, automatic meter reading etc, and displays them on LCD 

(Liquid Crystal Display 

 

I.  INTRODUCTION 

 The Power Theft Detection with Automatic Power Switching and Alert System is an IoT enabled power electronics 

and embedded system-based project which is able to control and switch power distributed to consumer intelligently. 

This system continuously monitors power distributed to consumer and gives notification alerts on android application 

in case of fraudulent. If anybody tries to steal electricity illegally this system will detect such events and notifies to 

near distribution station and also cuts-off power to consumer and varies energy on transmission line in order to damage 

electrical appliances (at some extent) running on illegally stolen energy. Apart from energy monitoring, alert and 

switching system it can also monitor various parameters of AC (Alternating Current) source such as frequency, 

voltage, etc. and displays them on LCD (Liquid Crystal Display) accordingly. This GUI (Graphical User Interface) of 

android application is used to show various parameters such as system status, fraud alerts, frequency, etc. The 

connected device can see all these parameters as well as it can switch the system ON or OFF. The buzzer is also used 

to give alert beep indication in case of fraudulent. With the use of such low-cost microcontroller this system becomes 

less expensive. For proper isolation and safety this system uses various isolators and circuits such as transformers, 

opto-couplers, snubber circuit, protection diodes, etc. The load connected to phase line at consumer’s house can be 

switched ON or OFF with the help of electromagnetic switch that is relay. The overall system is designed in such a 

way that it will be less complex, less expensive as well as powerful and easy to implement. The system uses 8-bit 

AVR microcontroller which is used to control the complete flow of system. This microcontroller is programmed in 

embedded C++ programming language in Microchip Atmel Studio IDE (Integrated Development Environment) 

 

BLOCK DIAGRAM 
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I. COMPONENTS USED 

 

 

 

MICROCONTROLLER: -ATmega8 is a 28-pin, 8-bit AVR microcontroller, based on RISC architecture. It 

contains 28 pins. The Program memory (Flash Memory) is 8KB used to store the programming code and permanent 

settings. Atmega8 comes with a RAM memory of 1KB, it’s a  volatile memory and refreshes on restart. It also has an 

EEPROM memory of 512 bytes, which is a semi-volatile memory. ATmega8 comes with the ability to execute and 

perform a number of functions.   

 

 

LCD: - An electronic device that is used to display data and the message is known as LCD 16×2. As the name 

suggests, it includes 16 Columns & 2 Rows so it can display 32 characters (16×2=32) in total & every character will 

be made with 5×8 (40) Pixel Dots. 
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BLUETOOTH MODULE: - HC-05 is a Bluetooth module which is designed for wireless communication.  

E.g., Send data from Smartphone terminal to HC-05 Bluetooth module and see this data on PC serial terminal and 

vice versa. 

 

 

OPTOCOUPLER: - An opto-isolator (also called an optocoupler, photocoupler, or optical isolator) is an electronic 

component that transfers electrical signal between two isolated circuits by using light. It is use for zero crossing 

detection as a protection device. 

 

 

 

TRIAC: - A TRIAC is defined as a three terminal AC switch which is different from the other 

silicon-controlled rectifiers in the sense that it can conduct in both the directions that is whether 

the applied gate signal is positive or negative, it will conduct. Thus, this device can be used for 

AC systems as a switch. 

 

 

RELAY: - Relays are the switches which aim at closing and opening the circuits electronically as well as 

electromechanically. It controls the opening and closing of the circuit contacts of an electronic circuit. 
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TRANSFORMER: - Transformer, device that transfers electric energy from one alternating-current circuit to one 

or more other circuits, either increasing (stepping up) or reducing (stepping down) the voltage. 

 

 

CURRENT SENSOR: - A current sensor is a device that detects and converts current to an easily measurable 

output voltage, which is proportional to the current through the measured path. 

 

 

BUZZER: -It is an audio signalling device. The main function of this is to convert the signal from audio to sound. 

It gives beep indication in case of fraud. 

 

 

CIRCUIT DIAGRAM 

 

 

WORKING: - 
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As shown in the circuit consists of various passive and active components and devices such as microcontroller, opto-

couplers, transformers, LCD display, HC05 BT module, buzzer, relay, TIRAC, transistors, capacitors, resistors, etc. 

The top left of circuit consists of power supply unit which is used to provide constant power supply to complete 

system. This power supply circuit made up of various passive and active components and devices such as PN-junction 

silicone diodes, filter electrolytic capacitors, step-down transformer, 5v regulator, power indication LED, etc. The 

step-down transformer converts high voltage 220v input AC at primary side into low voltage 12v AC output at 

secondary. This secondary voltage of transformer is then feed into full wave bridge rectifier made up of four diodes 

(D1, D2, D3, D4). This bridge rectifier converts low voltage 12v AC into 12v pulsating DC (12v_PDC) which is then 

feed into filter electrolytic capacitor of 1000uF (C1) which minimizes AC pulsation (at some extent) and gives 12v 

pure DC. The same 12v pulsated DC signal (12v_PDC) is also used by the ZCD (Zero Crossing Detector) circuit. The 

ZCD (Zero-Crossing Detector) circuit consist of resistor voltage divider (R2, R3, & R4) and a PC817 opto-coupler 

(U2). This ZCD circuit gives an interrupt signal to microcontroller for every zero-reference line crossing of input AC 

half cycles which is then used to control firing/phase angle circuit. To monitor voltage-drop across attached loads a 

step-down transformer is used which converts high voltage AC into low voltage AC. The secondary of this step-down 

transformer (T2_SEC) is connected to resistor voltage divider (R11, R12) which is used to divide voltage from 

transformer’s secondary. This divided voltage is then feed into a diode (D7) which act as a half wave rectifier, it only 

passes half positive cycle of secondary AC voltage from transformer and forms pulsating DC. This divided pulsating 

DC voltage is then filtered with the help of filter ceramic capacitor of 0.1uF (C3). A 5.1v Zener diode (D8) is also 

connected in reverse bias to this filter capacitor which act as a protection voltage control diode to keep microcontroller 

safe from high voltages. This converted output voltage is directly proportional to voltage across load which is feed 

into ADC (Analog to Digital Converter) of microcontroller (V_LOAD). In case if voltage drops across load it will 

cause proportional change in sensing potential at microcontroller’s ADC input. This continuous monitoring of voltage 

drops is used to automatically switch load ON or OFF in case of fraudulent or load shading. In order to switch load 

ON or OFF a relay (Conn-H2 RELAY) is connected to circuit which is driven through one relay driver circuit as 

shown in diagram. As microcontroller doesn’t have enough sourcing current through its GPIOs so it is unable to drive 

this relay directly. This relay driver circuit consists of a NPN type BJT (Bipolar Junction Transistor) (Q1-BC547) 

which is used as a switch/current amplifier in Common Emitter (CE) configuration. This transistor is controlled by 

one of the GPIO (General Purpose Inputs & Outputs) pin of microcontroller which is connected to base of Q1 via one 

resistor of 1.8k (R10). When microcontroller drives this pin HIGH the transistor passes current through its Collector-

Emitter path which energies the relay coil to switch Common (Comm) contact from N/C (Normally Connected) to 

N/O (Normally Open). In case if the base of transistor is at lower potential it will break the C-E path of transistor and 

thus relay coil get deenergized. This switching of relay coil and contacts can cause back EMF, and very-high voltage 

reverse current spikes whichcan cause serious damage to transistor (Q1) or microcontroller (As it is indirectly 

connected via Q1 & R10). To overcome this problem a flyback/freewheeling protection PN-Junction diode (D5) is 

connected in reverse bias across relay coil terminals which acts as a protection device to kill all high voltage spikes 

caused by reverse current and back EMF. For monitoring various parameters of the system such as frequency, voltage, 

alert status, etc. a 16 character by 2-line (16x2) LCD (Liquid Crystal Display) is used which is interfaced with 

microcontroller through some of its GPIOs. This LCD is configured by the firmware/program inside microcontroller 

to work in 4-bit interface mode. To control contrast & brightness of this LCD, two fix value resistors of 1K ohm & 

470 ohm (R8, R7) are used. The control pins (RS, EN) and data pins (D4-7) of microcontroller are connected to some 

of the its GPIOs. In case of fraudulent, a buzzer is uses as an indication device which gives beep indication. This 

buzzer is directly connected and controlled through one of the GPIO of microcontroller. For wireless notification alert 

on android smart phone, a Bluetooth module is used which acts as a wireless communication medium. This Bluetooth 

module is connected to microcontroller’s UART (Universal Asynchronous Receiver & Transmitter) serial GPIOs (Rx, 

Tx) which is configured and programmed to handle all incoming and outgoing data bytes at fix baud rate of 9600 bps 

(bits/sec). As this HC05 Bluetooth module is 3v compatible device so it is impossible to connect and control this 

directly via microcontroller’s GPIO as it sources 5v signals. To drop this 5v signals into 3.2v a resistor voltage divider 

(R13, R14) is attached to RX line of HC05 BT module. With the use of this BT module system is able to give alert 

notifications and monitoring parameters wirelessly to user’s android application. The android application is able to 

show monitoring data/parameters in real-time and also it is able to switch load ON or OFF manually. To control 

phase/firing angle of connected AC load a Firing Angle Control circuit is designed. This circuit mainly consists of AC 

opto-coupler (U4-MOC3021), a BTA16 TRIAC, and one snubber protection circuit consisting of 2W 100 Ohm power 

resistor (R17) & 0.1uF/600v polyester layer capacitor (C4). The main use of this circuit is to control the phase angle 

of input AC waveform cycles in order to vary voltage across load. This circuit is controlled through one of the 

microcontroller’s GPIO which drives this circuit via opto-coupler (U4) with proper timing signals generated with the 

help of interrupts and time events. In order to protect and isolate microcontroller from high voltage side, an opto-

coupler (U4) is used. To protect TRIAC from voltage and current spikes, a RC snubber circuit is used. The load is 

attached in series with relay contact, 220v AC source and terminals of TRIAC (TS_T1, TS_T2). The microcontroller 

used in this system is an 8-bit advance AVR ATmega8A microcontroller which is programmed in embedded C++ in 

order to initialize, configure, drive, and control various internal and external peripherals and devices such as timer, 

counters, interrupts, ADC, LCD, UART, etc. 

 

III   RESULT AND CONCLUSION 

Calculation for electricity bill 
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KWH = Watt*Hour*Number of appliances      

                                          1000 

Bulb =   60*2*1    = 0.12 unit/day. 

                1000 

For 1 month = 30*0.12= 3.6 unit/month.  

Fixed Price = 112.00  

Electricity Bill = 3.6*3.44 = 12.384 

Wheel charges = 3.6*1.38 = 4.968 

% Of Electricity Tax = 12.384+4.968+112 = 129.35 

                                   = 129.35*16/100 

                                   = 20.696+129.35 

                                   = 150 Rs. 

RESULT: - This power theft detection results in a way  

1) power theft detects at distribution line between pole and meter power theft detect by using current sensor.  

2)The resulting massage i.e., fraud alert, bill, frequency, voltage is displayed on mobile app and LCD by using 

Bluetooth module. 

 

CONCLUSION: -A Wireless Electricity Theft Detection and monitoring system has been designed and developed 

with proper integration of both the hardware and the software. Without any human interface this system provides an 

effective and easy way to detect electrical theft. The use of IoT helps in achieving the numerous advantages of wireless 

network communications. Power theft is actually bypassing the energy meter but, in our project, we have indicated 

the theft by increasing the load also and this method is cost efficient. 

 

FUTURE SCOPE: - The project model reduces the manual manipulation work and theft. Use GSM in our system 

provides the numerous advantages of a wireless network system. The government saves the money by the control of 

theft in energy and also beneficial for customer side and the government side 
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